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Vv canh bao nguy co 19 lot tai khoan, mat khau

dang nhap trén cac hé théng thong tin

Kinh giri:
- Truong phong Gido duc va Pao tao cac huyén, thanh phd;
- Thu trudng cac don vi truc thudc So;
- Giam ddc cac trung tam GDTX, GDNN-GDTX.

Thot gian qua, thuc hién cong tac gidm sat an toan thong tin trén khong gian mang,
cac co quan chire ning dd phat hién tinh trang 16 lot thong tin tai khoan, mt khau ngudi
ding ctia mot s6 hé thng thong tin dung chung nhu: hé théng Dich vu cong truc tuyén,
hé théng Quén 1y van ban va diéu hanh, Cong thong tin dién tir, phin mém quan 1y nha
truong...

Viéc 10 lot thong tin cé thé dan toi nguy co ké xau loi dung tai khoan, mat khau
da chiém doat duoc dé thyuc hién cac hanh vi: thu thap trai phép céc dit liéu nhay cam
ctia nan nhan bao gdm thong tin ¢4 nhan bén trong hé thong; str dung cac thong tin ca
nhan nhay cam dé thyc hién tin cong lira dao va c6 thé ding tai trai phép cac nodi dung
khong pht hop; rao ban thong tin ¢4 nhan trén khong gian mang dé truc loi; truc tiép lam
that thoat tai san cua c nhan, to chirc bi 16 lot thong tin; st dung tai khoan dé tim diém
yéu cuia hé thong tir d6 c6 thé chiém quyén va tan cong leo thang vao cac hé thong thong
tin bén canh, thay d6i, 1am sai thong tin dit liéu...

- Nguyén nhan dan dén tinh trang 16 lot thong tin tai khoan, mat khau ngudi ding
néu trén dugc xac dinh nhu sau: Can by, cong chure, vién chuc sau khi tiép nhan tai
khoén, mat khau dang nhap cac hé théng thong tin khong tién hanh thay doi mat khau
ma van st dung mét khau mac dinh; xuat hién ma doc danh cép thong tin dang nhap
trong trinh duyé¢t trén may tinh nguo1 dung...

Pé phong tranh, ngin chin nguy co 16 lot tai khoan, mat khau dang nhap cac
hé théng thong tin dung chung, S& Giao duc va Pao tao (GDDT) yéu cau cac don vi:

1. Quan triét t&i toan thé can bo, cong chuc, vién chirc, nguoi lao dong ctia don vi
cac quy ché, quy dinh, trach nhiém ciia ca nhan vé quan 1y khai thac va sir dung cac hé
thong thong tin, cac phan mém tng dung CNTT, trang thiét bi CNTT tai don vi.

2. Tang cuong tuyén truyén, boi dudng nang cao nhan thirc, k¥ ning vé cong tac
dam bao an toan thong tin trén moi trudng mang cho can bd, cong chirc, vién chirc, nguoi
lao dong cua don vi:

- Khi duoc cip tai khoan sir dung hé thng thong tin, c4 nhan phai d6i mat khau
trong 1an dang nhap dau tién, mat khau méi yéu cau t6i thiéu 8 ky tu, trong d6 bao gom:
chir in hoa, chit thudng, chit s6 va ky ty dic biét (*. #. @, $ ...); thay d6i mat khau tbi
thiéu 011an/6 thang; dang xuat hé théng thong tin khi khong sir dung. C& nhan co trach
nhiém bao mat thong tin tai khoan truy nhap, khong chia s¢ mat khau véi nguoi khac.
Ddi v6i ca nhan thay ddi vi tri cong tac, chuyén cong tac, thoi viée hoac nghi huu tai don
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vi thyc hién thong bao cho ddi ngii quan tri hé thong dé tam khoa, thu hdi hodc huy bo
tai khoan.

- Ca nhan chiu trach nhiém vé dam bao an toan thong tin thiét bi do minh quéan Iy
va str dung. Cac thiét bj cong nghé thong tin ca nhan phai duoc cai dit va cap nhat thuong
xuyén phan mém phong chdng ma doc; thuc hién kiém tra, ra quét bang phin mém phong
chéng ma doc khi sao chép, mé cac tap tin hoac trudc khi két ndi céc thiét bi luu trir dit
liéu di dong vo1 may tinh ciia minh. C6 bi¢n phap dam bao an toan thong tin, tranh bi 19
lot dit lidu khi thuc hién bao hanh, bao dudng, sira chita hodc bao tri thiét bi do minh
quan ly.

- Khi str dung mang can canh gic trude cac dudng lién két, quang céo, cac trang
web gid mao, co du hiéu lira dao. Truy cép trang web cua Cuc an toan thong tin — B
Thong tin va truyén thong theo dia chi https:/ais.gov.vn/ d& cap nhat cac canh bao vé
an toan thong tin trén khong gian mang, sir dung cac cong cy kiém tra va tién ich an toan
thdng tin (ma déc trong mang, website lira déo, 16 lot théng tin,...) b4o 40 Cac sy cd vé
an toan thdng tin (gui théng tin sw co tan cong mang, giri canh bdo lira ddo mang,...).

3. Kip thoi thong bao vé S& GDDT va Sé Thong tin va Truyén thong khi phat
hién tinh trang 1ay nhiém ma doc hoic bi 15 lot, chiém doat tai khoan, mat khau dang
nhap cac phan mém, Gmg dung dung chung cua tinh.

Pau mdi lién hé:
S& GDPT: Ong Tran Van Hiéu, Chuyén vién phong Gido duc chinh trj va Cong
tac hoc sinh, sinh vién, sd dién thoai 0911222281, email hieutv@namdinh.edu.vn
S6 TTTT: Ong Pham Vin An - Chuyén vién Phong Chuyén d6i sd, s6 dién thoai:
0949268749, email: phamvanan.stt@namdinh.gov.vn.
S& GDPT yéu cau Thu truong cac don vi nghiém tdc trién khai thuc hién./.

Noi nhgn: KT GIAM DOC
- Nhu trén; \ A

- Lanh dao So;

- Céc phong thugc So;

- Luu: VT, GDCTHSSV.

Nguyén Vin Thuin
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